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SOC reports 101
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Service Organization Controls (SOC) reports

• Service Organization Control (SOC) reports are independent assessments on the services provided by a third party
• SOC reports provide valuable information that users need to assess and address risks associated with the outsourced
service
• SOC reports can relate to:
− Financial Controls
− Non-financial Controls (security, availability, processing integrity, confidentiality, and privacy)
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SOC report – what exactly is it?

• Provides a detailed description of:
− the service provider’s “system” and control environment
− the control framework and objectives used to assess the control environment
− the key control activities identified to support the control objectives
− audit tests performed to determine the effective design and operation
− the results of the tests performed, and the supporting auditors’ opinion.
• Designed to:
− Provide assurance around the control environment and key controls
− Clarify the control environment and responsibilities for specific controls
− Prevent multiple audit visits to the service provider and the associated duplication of effort and costs
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Why a SOC report?
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SOC report
Audit opinion
on controls

•

Reduce the number of auditor for
the service organization

•

Meet contractual obligation

•

Provice reasonnable assurance
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Potential uses

Cloud computing

Logical security management

Financial services customer accounting

On-demand network access to a shared pool
of configurable computing resources, for
example networks, servers, storage,
applications and services

Managing access to network and computing
systems for user entities

Processing financial transactions on behalf of
customers of a bank or investment company

Contact center for customer service

Sales force automation

Health care claims management and
processing

Providing customers of user entities with online or telephonic post sales support and
service management

Providing and maintaining software to
automate business tasks for user entities
that have a sales force

© Deloitte LLP and affiliated entities.

Providing medical providers, employers, and
insured parties of employers with systems
that securely and confidentially support the
processing of medical records and related
health insurance claims
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Type 1 and Type 2 reports

The service auditor can opine on:
• Type 1: suitability of design of controls and implementation
• Type 2: suitability of design of controls, implementation and operating effectiveness

For Type 2 audits, the service auditor will disclose for each control:
• Details of the tests performed
• Results of the tests performed

© Deloitte LLP and affiliated entities.

System and Organization control (SOC) report for cybersecurity and SOC 2 report

8

Elements of a SOC report

Independent Service Auditors’ Report

Management’s Assertion

Management’s Description of System, Services
and Internal Controls

Information Provided By the Service Auditor

Other Information Provided by the Service
Organization
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Example roadmap (SOC audit)

Business value/assurance

9. Period of time
independent Audit and
opinion
7. Type II audit (first
time through; may have
testing exceptions)

4. Remediate
identified gaps

5. Type I audit

8. Control operating
effectiveness
deficiency
remediation, if any

2. Define scope
1. Understand
customer needs
and expectations
6. Control deficiency
remediation, if any
3. Perform readiness
assessment (“pre-audit”)

Elapsed time: 6 – 18 months
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2017 Trust Services Criteria
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SOC 2 – SOC for service organization
What is SOC 2?
The adoption of SOC 2 reporting continues to grow in the marketplace. SOC 2 reports are being used by diverse audiences to manage risks
associated with the Extended Enterprise. Report are also being extended to include and map to additional frameworks.
SOC 2 Framework evolution
July 2002

Exposure draft on TSP and Criteria (incorporating WebTrustTM and
SysTrustTM) Version 1.0 published - SysTrustTM and WebTrustTM
Principles and Criteria harmonized to create a common set of
Principles and Criteria, now labeled as the TSP and Criteria.

May 2006

Updates released on TSP, Criteria, and Illustrations for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (including
WebTrust® and SysTrust®).

August 2009

Updated version of TSP, Criteria, and Illustrations for Security,
Availability, Processing Integrity, Confidentiality, and Privacy published
[AICPA, Technical Practice Aids, TSP sec. 100]), omission of offerings
of SysTrust and WebTrust services.
AICPA releases the new TSP and Criteria, now broken into two
components - the common criteria applicable to Security, Availability,
Processing Integrity, and Confidentiality; and the principle-specific
criteria for each TSP except Privacy.
AICPA releases another set of updates to the TSP and Criteria including
introduction of Privacy principle-specific criteria and inclusion of
Privacy into the common criteria as well.
SOC 2 TSP updated to align with 2013 Committee of Sponsoring
Organizations (COSO) and AICPA SOC for Cybersecurity.

February
2014

June 2016

April 2017

What are the updates?
•

Renaming: “trust services principles and criteria” are now “trust services
criteria” and the five principles (security, availability, processing integrity,
confidentiality, and privacy) are now “trust services categories”

•

Aligns the Trust Services Criteria to the COSO 2013 Framework

•

Includes updates to better address Cybersecurity risks

•

Adds points of focus to all criteria (in a similar manner as COSO 2013)

Principle

Number of criteria

Common Criteria

Points of focus

33

197

Availability

3

15

Processing Integrity

5

18

Confidentiality

2

8

Privacy

18

59

Total

61

297

2017 SOC 2 TSP updates
The updated 2017 TSP are effective for audit reports dated on or after December 15, 2018.
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Cybercrime and outsourced service providers
Background
A recent study1 on cybercrime indicates that the number of
successful cyberattacks have steadily increased over the past five
years along with the average cost of cybercrime. During this time,
compliance requirements from various industries and government
agencies have continued to evolve and mature.
It is no surprise that Outsource Service Providers (OSPs) are
allocating significant resources to respond to questions and requests
from internal and external stakeholders related to the effectiveness
of their cyber risk management programs, control environment, and
internal control structure.

2016 Cost of Cyber Crime Study and the Risk of Business Innova(on: https://www.ponemon.org/library/2016-cost- of-cyber-crimestudy-the-risk-of-business-innovation, conducted by Ponemon Institute LLC, sponsored by Hewlett Packard, accessed on July 1, 2017
1
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COSO RE-Enters

The COSO 2013 Framework, and associated expectations for organizations to provide oversight of the controls at their Outsource Service
Providers (OSPs), has evolved and been adopted by the AICPA as the foundational construct of the Trust Service Principles (TSPs)
which underpin
SOC 2 reporting.
The COSO 2013 Framework, and associated expectations for
organizations to provide oversight of the controls at their
Outsource Service Providers (OSPs), has evolved and been
adopted by the AICPA as the foundational construct of
the Trust Service Principles (TSPs) which underpin
SOC 2 reporting.
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New AICPA Trust Services Principles
2017
The revised AICPA 2017 Trust Services Criteria (TSC) for security,
availability, processing integrity, confidentiality, and privacy
supersedes the existing section 100A Trust Service Principles and
Criteria for report dates after December 15, 2018, with early
adoption permitted. During the transition period, organizations
may report under either framework, but they must distinguish
whether they used the 2016 or 2017 TSC.
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2017 update on Trust Services Principles and Criteria
More details
1

Alignment
The 2017 TSC are aligned to the COSO 2013 internal control framework. The 2017 TSC are organized according to the COSO components
of internal control (i.e., control environment, risk assessment, control activities, information and communication, and monitoring
activities), which encompass 17 COSO principles along with 81 points of focus (analogous to illustrative controls in prior versions
of the TSPC).

2

Additional criteria
In addition to the 17 COSO principles, the TSC includes additional criteria which are organized as follows:

3

•

Logical and physical access controls

•

System operations

•

Change management

•

Risk mitigation

Inclusion of points of focus for each criterion
•

Points of focus assist management when designing, implementing, and operating controls over security, availability, processing
integrity, confidentiality, and privacy.

•

In addition, points of focus assist in evaluating the design and operating effectiveness of these controls to meet the TSC.

Very important:
•

The use of the TSC does not require an assessment of whether every point of focus is addressed. Points of focus are
recommended but are not mandatory items and should be considered based on their relevance and applicability to an organization.
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Illustrative 2017 Trust Services Criteria and mapping to the existing 2016 TSP Criteria

2017 TSC
Ref No.
CC1.1

2017 TS
Criteria
COSO
Principle 1: The
entity demonstrates
a commitment to
integrity and ethical
values.
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2016 TSPC
Ref. No.
CC1.4

2016 TSP Criteria

Comments

The entity has established workforce
conduct standards, implemented
workforce candidate background
screening procedures, and conducts
enforcement procedures to
enable it to meet its commitments
and system requirements as they
relate to [insert the principle(s)
addressed by the engagement:
security, availability, processing
integrity, confidentiality, privacy,
or any combination thereof].

The new 2017 CC 1.1 criteria does map to
one of the existing 2016 TSP criteria per the
AICPA mapping document. However, it
is recommended that organizations take a
closer look at the five points of focus
associated with the 2017 CC 1.1 criteria and
enhance their control frameworks as
required.
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2017 Trust Services Criteria that do not map to existing 2016 TSP Criteria

Criteria

Additional description

CC1.2

COSO Principle 2: The board of directors demonstrates independence from
management and exercises oversight of the development and performance of internal
control.

Relates to establishing Board of Directors’ oversight responsibilities, applying relevant
expertise, operating independently, and supplementing Board expertise through user of a
subcommittee, as needed.

CC2.1

COSO Principle 13: The entity obtains or generates and uses relevant, quality
information to support the functioning of internal control.

Relates to identifying information required to support functioning of internal controls,
identifying internal and external sources of data, processing relevant data, and maintaining
quality of information produced through this process.

CC3.1

COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the
identification and assessment of risks relating to objectives.

Relates to identifying risks relevant to Operations, External Financial Reporting, External
Non-financial Reporting, Internal Reporting, and Compliance objectives.

CC3.4

COSO Principle 9: The entity identifies and assesses changes that could significantly
impact the system of internal control.

Relates to assessing changes in the external environment, business model, leadership,
system & technology, and vendor & business partner relationships.

CC5.3

COSO Principle 12: The entity deploys control activities through policies that establish
what is expected and in procedures that put policies into action.

Relates to establishing policies and procedures to support deployment of management’s
directives, establishing responsibility and accountability for executing these policies,
performing these in a timely manner, taking corrective actions, using competent personnel,
and reassessing these policies on a periodic basis.

CC7.1

To meet its objectives, the entity uses detection and monitoring procedures to identify
(1) changes to configurations that result in the introduction of new vulnerabilities, and
(2) susceptibilities to newly discovered vulnerabilities.

Relates to implementing mechanisms to monitor infrastructure and software, to implement
change detection, to detect unknown and unauthorized components, and to conduct
vulnerability scans on a periodic basis.

CC9.1

The entity identifies, selects, and develops risk mitigation activities for risks
arising from potential business disruptions.

Relates to implementing a risk mitigation plan considering mitigation of risks of business
disruption and use of insurance to mitigate financial impact risks.

PI1.1

The entity obtains or generates, uses, and communicates relevant, quality information
regarding the objectives related to processing, including definitions
of data processed and product and service specifications, to support the use
of products and services.

Relates to identifying information specifications related to processing and defining data
necessary to support a product or a service.

© Deloitte LLP and affiliated entities.
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Benefits of adoption

1. Maturation of Outsourced Service Providers internal control governance for those that have not already adopted the
COSO 2013 Framework
2. Alignment of frameworks that will allow Outsourced Service Providers to take advantage of enhanced cybersecurity
examination reports now being offered by the AICPA.
3. Compliance! – Again, for reports with an issuance date of December 15, 2018 or later the new TSP’s must be used.
SOC 2 issuers need to be preparing now!

© Deloitte LLP and affiliated entities.
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Cybersecurity Risk Management
Program
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Cybersecurity Risk Management Program
Data breaches aren’t stopping despite investments
According to Gartner1, companies invested $81.6 billion in cyber security in 2016; however, this investment has unfortunately not prevented data
breaches from occurring. For example, the number of ransomware attacks tripled from the about 200 million+ in 2015 to 638 million in 2016.

Total spent on Cyber
Security in 20161

Number of data breaches
reported in 20162

Number of records
breached in 20162

Estimated yearly total
cost from breaches2,3

Average time to detect
a breach3

$81.6 Billion

3,141 Breaches

4.2 Billion

~$125 Billion

~6.5 Months

Even with significant investments to mitigate the root causes, it is difficult for organizations
to fully protect against data breaches…

Common elements in breaches

Data breach cases
• State-sponsored espionage and theft of
corporate secrets
• Payment Card Industry Data Security
Standard (PCI-DSS) malware attacks

Malware

1
2
3

Compromised
or Misused
Privileged
Access

Software
Vulnerabilities

• Intellectual Property (IP) theft from
manufacturing companies
• Protected health information breaches

”Gartner Worldwide IT Spending Forecast,” Gartner
”2015 Data Breach Investigations Report,” Verizon
”2015 Cost of Data Breach Study: Global Analysis,” Ponemon and IBM

© Deloitte LLP and affiliated entities.
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Cybersecurity Risk Management Program
Why is protecting data so difficult?
The magnitude of stolen information is staggering, and the challenges associated with protecting data continue to grow.

1

3

Explosive data growth…
Data is doubling in size every two years and by 2020, it will reach 44 zettabytes4.

2013

6,515 new security vulnerabilities7 were added to the National
Vulnerability Database (NVD) in 2016. This means an average of

44 ZB

4.4 ZB

18 new vulnerabilities each day

4

2020

…and data proliferation

This could fill up the library of congress
more than 10 million times

The average organization shares documents with

826 external domains/organizations

5

2

Cyber security standards, laws, and regulations have not and cannot
keep up with both business and technological change and your evolving
adversaries.
2,100
breaches

2016

3,141
breaches

Although PCI compliance among organizations has increased from 2015 to
20162, the number of data breaches has also increased during that time period
from 2100 to 3141.

Innovations are creating additional cyber risk for organizations.
Many organizations have started moving mission critical applications to the cloud. The
average company uses:

5

738 cloud services

6

Consistently failing to implement
security fundamentals

Many companies lack the standard data protection capabilities (i.e., malware
protection, data lifecycle management).

This is more than 10x what IT expects.
By 2020, there will be over

99.9%

5 Billion

of exploited vulnerabilities were compromised more than a year after the
Common Vulnerabilities and Exposures (CVE) was published2.

Internet of Things (IoT) devices2.

“2015 Data Breach Investigations Report,” Verizon
“The Digital Universe of Opportunities: Rich Data and the Increasing Value of the Internet
of Things,” EMC Digital Universe with Research & Analysis by IDC

Compliant but not secure

2015

Business and technology innovation

2

5

4

6
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Technology flawed by design

7

“Some scary (for some) statistics around file sharing usage,” Computerworld
“12 Must-Know Statistics on Cloud Usage in the Enterprise,” Skyhig
National Vulnerability Database (NVD)
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Cybersecurity Risk Management Program
The next generation of reporting
On April 24, 2017 the AICPA released their cybersecurity risk management attestation
reporting framework which is intended to expand cyber risk reporting to address the
marketplace need for greater stakeholder transparency.
The reporting framework establishes a standardized mechanism to provide a broad
range of users with useful information about an entity’s cybersecurity risk
management program to support informed and strategic decision making.

Imagine a world in which all types of entities
could convey the effectiveness of their
cybersecurity risk management in a standardized,
non-technical way, appropriate to each entity’s size
and other business characteristics. Think about
the power of such assurance.

Former Deputy Secretary of the
US Department of Treasury,
Sarah Bloom Raskin
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Many board members and C-suite
executives are far removed from the
day-to-day challenges of monitoring,
detecting, and responding to evolving
cyber risks. Those leaders who develop a
deeper view into where their organization
stands when it comes to cyber risk can
gain critical understanding for better
managing the business.

Ted DeZabala, Global Cyber Risk
Services Leader (Assessing cyber
risk: Critical questions for the
board and the C-suite)

Such an assurance process
would be a vehicle by which
greater cybersecurity and
resilience could be achieved
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Cybersecurity Risk Management Program
SOC for Cybersecurity engagement overview
The cybersecurity attestation reporting framework
establishes a standardized reporting mechanism to
provide a broad range of users with useful information
about an entity’s cybersecurity risk management program
to support informed and strategic decision making.

Management’s
Description of:
•

Management’s Assertion
on:

The entity’s cybersecurity
risk management
program (the subject
matter of the
engagement)

•

The presentation of the
description

•

The operating
effectiveness of the
controls to achieve the
cybersecurity objectives

Practitioner’s Report on:
•
•

The presentation of the
description
The operating effectiveness
of the controls to achieve
the cybersecurity
objectives

Improved cyber risk reporting providing:
• Flexibility in the control criteria used
• Appropriate for general use

New

Description Criteria for Management’s Description of an
Entity’s Cybersecurity Risk Management Program

• Applicable to any entity (i.e., not limited to only service
organizations)
• Can be performed at an entity level or business unit/
segment specific level

© Deloitte LLP and affiliated entities.

Revised &
Expanded

Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy
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Cybersecurity Risk Management Program
Management’s Description
Management’s Description is intended to provide users of the report with information that will help them understand the entity’s cybersecurity
risks and how it manages those risks.

01
02
03

Nature of Business and Operations
Disclosures about the nature of the entity’s
business and operations.

Monitoring of the Cybersecurity Risk
Management Program
Disclosures information related to the process the
entity uses to assess the effectiveness of controls
included in its cybersecurity risk management
program.

Cybersecurity Risk Assessment Process
Disclosures related to the entity’s process for:
1. Identifying cybersecurity risks and other
changes that could have a significant effect on
the entity’s cybersecurity risk management
program;
2. Assessing the related risks to the achievement
of the entity’s cybersecurity objectives; and
3. Identifying, assessing, and managing the risks
associated with vendors and business
partners.
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04
05
06

Nature of Information at Risk
Disclosures about the principal types of sensitive
information the entity creates, uses, and stores
that is susceptible to cybersecurity risk.

Cybersecurity Risk Governance Structure
Disclosures about the entity’s cybersecurity risk
governance structure, including the processes for
establishing, maintaining, and communicating
integrity and ethical values, providing board
oversight, establishing accountability, and hiring
and developing qualified personnel.

Factors that Have a Significant Effect on
Inherent Cybersecurity Risks.
Disclosures about factors that have a significant
effect on the entity’s inherent cybersecurity risks,
including:
1. Characteristics of technologies, connection
types, use of service providers, and delivery
channels used by the entity;
2. Organizational and user characteristics; and
3. Environmental, technological, organizational,
and other changes during the period covered
by the description at the entity and in its
environment.

07
08
09

Cybersecurity Risk Management Program
Objectives.
Disclosures about the entity’s principal
cybersecurity objectives related to availability,
confidentiality, integrity of data, and integrity of
processing and the process for establishing,
maintaining, and approving them.
Cybersecurity Control Processes.
Disclosures about:
1. The entity’s process for developing a response
to assessed risks;
2. The entity’s IT infrastructure and its network
architectural characteristics; and
3. The key security policies and processes
implemented and operated to address the
entity’s cybersecurity risks.
Cybersecurity Communications and the
Quality of Cybersecurity Information
Disclosures about the entity’s process for
communicating cybersecurity objectives,
expectations, responsibilities, and related matters
to both internal and external users, including the
thresholds for communicating identified security
events that are monitored, investigated, and
determined to be security incidents requiring a
response, remediation, or both.
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Cybersecurity Risk Management Program
Path towards Cybersecurity Risk Management readiness
With the pressure and scrutiny continuing to mount for entities to report on the effectiveness of their cybersecurity risk management program
and related controls, organizations should consider investing in a readiness assessment in order to prepare for a future independent third-party
cybersecurity risk management examination engagement.
Perform Risk Assessment: Conduct a cybersecurity risk assessment, including an inherent risk
assessment to identify the highest criticality assets and update/align the Company's existing IT risk &
control catalog to leading industry control frameworks.
Develop Description of the Entity’s Cybersecurity Risk Management Program & Execute
Deep-Dives: Develop a description of the entity's cybersecurity risk management program based on
the AICPA’s defined description criteria and execute an IT risk and controls deep-dive assessment.

Conduct Gap Analysis: Gap analysis of the IT control deficiencies identified from the deep-dive
assessment including key deficiency themes and underlying root cause(s) of IT control failures.

Develop Remediation Roadmap: Develop a prioritized roadmap including recommendations to
close identified gaps.

Execute Remediation Activities: Execute remediation activities to address the control deficiencies
identified.

© Deloitte LLP and affiliated entities.
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Cybersecurity Risk Management Program
Preparing for a future cybersecurity examination
Given the varying levels of maturity of our client’s cybersecurity risk management programs, performing a cybersecurity examination readiness
assessment prior to embarking on an attestation is key. A cybersecurity risk management examination readiness assessment approach should
consist of the following phases and key activities.
Cybersecurity Risk Management Examination Readiness Assessment
Risk Assessment (Phase 1): Advise management in performing a cybersecurity risk assessment, including an inherent risk
assessment to identify the highest criticality assets and update/align the company's existing IT risk & control catalog to
leading industry control frameworks (e.g., NIST-CSF, ISO 270001/2, or Revised AICPA Trust Services Criteria (TSC), etc.).

Remediation
Management to execute on
remediation activities

Description of the Entity’s Cybersecurity Risk Management Program & Execute Controls Assessment (Phases 1
and 2): Provide advice and recommendations for management’s consideration on the company’s efforts in developing the
description of the their cybersecurity risk management program in accordance with the description criteria developed by the
AICPA for use when preparing and evaluating the description of the entity’s cybersecurity risk management program, based
on internal controls and process documentation that has already been developed, prepared or created by company
management.
Conduct Gap Analysis (Phase 2): Assess the design and implementation of the current state of internal controls included
within the company’s cybersecurity risk management program against a leading industry control framework (e.g., NIST-CSF,
ISO 27001/2, or Revised AICPA Trust Services Criteria (TSC), etc.). Prepare a gap analysis report consisting of: 1) the
company’s current state cybersecurity controls, designed and implemented by management; 2) potential internal control
gaps/ observations identified; and 3) advice and recommendations for management’s consideration to address the potential
internal control gaps identified.

Attestation
Assure: Engage an independent
third-party audit firm to execute a
Cybersecurity Risk Management
Examination engagement in
accordance with the new AICPA
attestation reporting framework.

Readiness Assessment –
Assessment of new key controls
implemented or significantly
redesigned/improved

Remediation Roadmap (Phase 2): Review management’s remediation plan to address the internal control gaps identified
and provide advice and recommendations for management’s consideration.

© Deloitte LLP and affiliated entities.
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Cybersecurity Risk Management Program
Inherent limitations of a Cybersecurity Risk Management Program Engagement
Inherent limitations (language included in illustrative practitioner’s report/opinion)
There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human error and the circumvention of
controls. Because of inherent limitations in its cybersecurity risk management program, an entity may achieve reasonable, but not absolute, assurance that
all security events are prevented and, for those that are not prevented, detected on a timely basis.
Examples of inherent limitations in a cybersecurity risk management program include the following:
•
•
•

Vulnerabilities in information technology components as a result of design by their manufacturer or developer
Ineffective controls at a vendor or business partner
Persistent attackers with the resources to use advanced technical means and sophisticated social engineering techniques specifically
targeting the entity

Furthermore, projections of any evaluation of effectiveness to future periods are subject to the risk that controls may become inadequate because of
changes in conditions or that the degree of compliance with the policies or procedures may deteriorate.
The AICPA guide, Reporting on an Entity’s Cybersecurity Risk Management Program and Controls, acknowledges the following as a fundamental tenet
of cybersecurity: an entity that operates in cyberspace is likely to experience one or more security events or breaches at some point in time, regardless
of the effectiveness of the entity’s cybersecurity controls. Understanding this tenet is essential to dispelling user misconceptions that an effective
cybersecurity risk management program will prevent all security events from occurring. In fact, because of inherent limitations in its cybersecurity risk
management program, an entity may achieve reasonable, but not absolute, assurance that security events are prevented and, for those not prevented,
that they are detected, responded to, mitigated against, and recovered from on a timely basis.
In other words, an effective cybersecurity risk management program is one that enables the entity to detect security events on a timely basis and to
respond to and recover from such events with minimal disruption to the entity’s operations.
© Deloitte LLP and affiliated entities.
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Cybersecurity Risk Management Program
How does this differ from existing Cybersecurity assessments?
Cybersecurity Examination is complimentary to other compliance and cybersecurity services. The current focus should be on readiness
assessment in order to prepare and ready management for a future attestation.

•

•
•
•

•
•
•
•
•

Generally using NIST or Deloitte
Cybersecurity Framework (CSF) or
Center for Internet Security, Critical
security control 20
Evaluate risk, maturity and
implementation tiers
Focus is on developing a roadmap
and prioritizing initiatives

Cybersecurity
Assessment,
Strategy, &
Roadmap
•

Deloitte CSF tool as delivery
accelerator
Use integrated control frameworks
Provide traceability to compliance
requirements
Include control testing activities
Optimized for internal assessment of
controls
Automation and efficiency for
redundant activities

© Deloitte LLP and affiliated entities.

•
GRC
Programs

Cybersecurity
Examination

•
•
•
•

May use NIST CSF, ISO or AICPA
Trust Services Criteria
Focus is on evaluating operational
effectiveness of controls
External assessment of controls
against management’s assertion
No maturity or implementation tiers
No requirements mapping
Leveraging same toolset as SOC 1,
2&3
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Cybersecurity Risk Management Program
Satisfying the needs of a variety of users
Stakeholders can benefit from the proposed Cybersecurity Risk Management Program engagement in the following ways.
(1) Greater transparency; (2) Independent and objective reporting; (3) Operational efficiencies; (4) Useful in making informed &
strategic decisions; (5) Strategic competitive advantage and enhancement to brand and reputation; and (6) A comprehensive set of
criteria/control framework(s)

Board of Directors

Regulators

Customers

Cyber Insurance

Board-Level Reporting: The Board
of Directors (including Audit
Committee), and Senior Management
have an important oversight role
relative to cybersecurity. They need
to be able to establish appropriate
oversight of the company’s
cybersecurity risk management
program.

Regulatory Pressures: The New
York Department of Financial Services
(NYDFS) cybersecurity regulation
(effective March 1, 2017) for banks
and insurers requires each company
(“covered entity”) to assess its
specific cybersecurity risk profile and
design a program that addresses its
risks in a robust fashion.

Customers & Prospective
Customers: Clients and potential
clients of service organizations want
to be sure that they are outsourcing
tasks to an organization that takes
cybersecurity as a serious matter and
are addressing the relevant risks
associated with the outsourcing of a
function to a service organization.

Cyber Insurance: A Cybersecurity
Risk Management Examination report
can potentially be leveraged by
insurance carriers during the
underwriting and risk assessment
process by providing useful
information about an entity’s
(customer’s) cybersecurity risk
management program.

© Deloitte LLP and affiliated entities.

System and Organization control (SOC) report for cybersecurity and SOC 2 report

30

SOC Summary What is their use? Are they the same?
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Differences between SOC reports
Each SOC report is summarized below for further information and how each addresses specific user needs.
SOC 1

SOC 2

SOC 3

SOC for Cybersecurity

Purpose

Provides existing customers with
information about internal
controls at the service
organization related to the
financial statements.

Provides existing or prospective
customers (system users) with
information about controls at a
service organization related to the
Trust Services Criteria.

Provides to the public
information about controls at a
service organization related to
the Trust Services Criteria.

Provides a variety of users
with information about an
entity’s cybersecurity risk
management program.

Intended
users

Management of the service
organization, its user entities and
their financial statement auditors.

Management of the service
organization and other specified
parties with sufficient knowledge
and understanding of the system.

Publicly available for anyone
to view.

Management and directors of
organization, regulators, analysts and
third parties (e.g., clients and
prospective customers, cyber
insurance provider).

Criteria

Performed under CSAE 3416 in
Canada and SSAE 18 (AT-C 105,
205 & 320) in the US, using
standard for controls relating to
financial reporting of user
entities.

Report on controls related to compliance or operations related to
security, availability, processing integrity, confidentiality or privacy
performed under AICPA’s Trust Services Principles (TSP). Performed
using CSAE 3000/1 in Canada and SSAE 18 (AT-C 105 & 205) in the
US.

Report
contents

Applied for regulatory or non-regulatory purposes, across industries
and business sectors. Allows mapping to Health Insurance Portability
and Accountability Act of 1996 (HIPAA), International Organization for
Standardization (ISO), etc.

Description of the service organization’s system, management assertion,
practitioner’s opinion, description of tests of controls and results, and CPA
firm’s opinion

© Deloitte LLP and affiliated entities.

A summary report that can
be in the form of a seal
displayed on the website

AICPA’s updated TSP and Criteria for
use as a cybersecurity control
framework, Other recognized
frameworks (i.e., National Institute of
Standards and Technology (NIST)
Cybersecurity Framework (CSF)
800-53, International Organization for
standardization (ISO) 27001, etc.)
Description of the cybersecurity risk
management program, management
assertion, and CPA firm’s opinion.
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Questions
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Contact information

David Liberatore, M.Sc., CPA, CA, CISA, CISSP
Director – Risk Advisory
514-393-7817
dliberatore@deloitte.ca
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